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Run AppScan On Cloud Security Test

Q ASoC - AL creds

Application  AltoroJ - Light _
Test Name  altoroJ-api-Jenkins oy Aopcations Al Lol

Test Type Static Analyzer Details e Gompiance

14 New lssues ® 1 Completed Dev Security Gate x
Target 14 Total lssues 0 Running Baseine (DATE — 2020-05-26 16:15)
4 Non-compliant 155108 1 ® 0 Failed PGl Compliance
Additional Options 0 Quoed

Email Notification

o Susperid job Uil secuity analyss compleles Scans  All Issues  Issues by Fix Grm.!p Policies

Fail build for non-compliance with application policies

Fitors v Ouick Filters Only My Scans Complated
v Fail build if
High ¥ security issues greater than
altoroJ-api- ' -05- -22.
284 Condition ~ altoroJ-api-Jenkins_2020-05-26_16-22-38
h Teg s @ Hgh 5 Scanwiart 26 May 2020, 16:23 Scanned by:  Florin Coada Technciogy:  Static (SAST)
Had . Scanend 26 May 2020, 1635 Scan I B24T3ak0-1548-4270-82b%-devbTioTedTe & Croated from Mo ahtere )-8
Abubd wep | 1 4 Low 1 Duration: 1.8 minstes
14 New o) L
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Scans  All Issues  Issues by Fix Group  Policies
Fmars b Oukck Fitees Mon-Compliant High / Craical Q

& ty Fopon 5] import issuos Coluenns
Issve Statas Detalls Severity - lasee Type Location First Found Last Updated
Maw Detaiis @ High OpenSowce st e denendencyaormutial war ChWEE-HNM U logd -1 2 40 bar May 26, 2020 Mary 26, 2020
How Details ® High Injoction SOL jova ol Staternent oxecuteCuery(Sting) FesutSot DBUL180 May 28, 2020 May 28, 2020
Hew Detads & Hoh Injection SOL jarvasal Statement executeCuonyString) FesiitSet DELLIL1BO May 26, 2020 May 26, 2020
How Detais ® High Injaction SOL java scl Staternent. exscuteQueny(String) ResultSot DBLIL20A May 26, 2020 Mary 26, 2020
Hew Derais ® High Injection SOL jva.sqk Staternent executeQuony(String) ResutSet DBUI23T May 26, 2020 Mayy 20, 2020
How Details Modium OpenSource stageJavaldependency\aRoromutual war chik WEB-INFb\commons-codoc-1.6 jar May 26, 2020 Mary 26, 2020
Herw Detais Medium OpenSouce A witual 822 jar May 26, 2020 May 26, 2020
How Detada Medium OpenSource . 12,16 jar May 26, 2020 Mary 26, 2020
Now Dotais Nedium Valiciation Required javax ws.rs.core. g Logina® 92 May 26, 2020 Mary 26, 2020
o Detaids Modium Validiation EncodingFlequired v ko PrintWriter. printiObjoct) void JAXRS:41 bEAB022-6551 May 26, 2020 May 26, 2020
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OpenSource
x
Status: Mew  Severity: @Migh  Location: . EB-INFUBNog4j-1.2.16 jar.. OpenSource
Overview Details Discussion (0) Histary How to Fix Status: Mew  Severty: @High Loy %
5 OpenSource
[ o . Overven Detalls Dist
Tview
Saue Lvervie Status: Mew  Severty @High  Location: . EB-INF\Bb\egdj-1.2.16 jary.
i detIN022-6591-0a11-B59-00155055008% Thasa ari the driginal aoen Ridings disd
. Overview Details Discussion (0) History Hew to Fix
AP g VBt Neme
CVE: s vailn, whitesouncasaitwins com/vdner ity CVE-2010- CVE-2019-17571
: Description:
DA Crasial 25 M 080 Incluced in Log4j 1.2 s a Socketsen|  15SUE Audit Trail
Discovery Method: - SAST arbitrary code when combicgd with
lasue Type: OpenSource upto l2upto 1217,
LastUpdated: 26 May 2020 Resolution: Changed At Changed By Details
Location: \stage INFt pir version org apache loggin
Sean Name: altoeod-aph-Jenkins_2020-05-28_16-22-38 URL: 20052020, 16:25:38 Sean' altorobaphJenking 2020 Issue Type Name: OpenSource
Seanner: AppSean Static Analyzer bt 052616203 i W
Severity: High
Source File: at WEB-INF it Locaton:
Status: HNerw
_Astage)
INFbegd)1.2.16 jar
Seveetty: High
Scanner: AppScan Static Analyzer
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Advisory: I

Injection SQL

Fix Group ID:  cead6cd0-5651-ea11-86e9-00155d550e89

Issue 1 of 4

Status: Mew

Issue ID: t9adscd0-g Date: 2020-05-26 13:43:012

. Location of fix: com.ibm security.appscan. 3 .
St igh lssue 1 of 4 - Details
Status New Notes:
Classification Definitive Trace
Fix Group ID: ceadbcdd-5601-ea11-26a9-001554550e89 D AppScan, Synthetic. JAXRS.post_login_login{):void
Location Java sql Statement executeQuery(String - ResultSet DEULE20: .@. AppScan. Synthetic JAXRS:41

i wafl_local_0 getParameter("param17)

Line 203 i

L[] AppScan Synthetic JAXRS:41
Source File DBl locall = lecal login(wafl_local_0.getParameter(”parami”), wafl_local_1 getParameterparam2™))
Availability Impact Partial iz brm.security. api.L

i = myJson = new JSONObjectbody JSON)

'a com.ibm.security.appscanalioromutual.api.LoginAPLE2
L——inreul a3l " myJson getusemame”)

Confidentiality Impact Partial

i, comibm apil 62
H myJson.get{“username ") 1oSiring()

i..[f) com.ibm securiy.appscan.aitoromutual.spi.LoginAPL:62
usermame = myJson.get{“username”).1o String() tolowerCase()
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SQLInjection® 7 1w VR T IN—T=#o )y I LT, CORREZRRL T L1

AppScand >V — )L THATEZ IRTDBERE 7I/>avid. DEZX ST UH5HFATEE T, AT—FXDEHI
AppScan on Cloud ICBEINICEHD . —BME#ESFL DD X271 DFMR. BHRE. SLUBEENT SV r—>
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e B0 Wiew Meogite Sewch Frejedt Run
Dw '

Window  Help

" | Injection.SQL

Description:

Dynamically generating queries that include user input can lead to SQL injection
attacks. An attacker can insert SQL commands or modifiers in the user input that
cccccc se the query to behave in an unsafe manner.

The most effective method of sthp-nu 50U injection attacks is to only use stored
procedures or parameterized database calls that do not allow the inpection of code.
This simple technique stops SQL injection attacks cold.

1f you are unable to aveid building SQL calls on the fly, then parameter validation is e v xnEl9 T
the next best defense against this attack. Validation is normally dene in conjunction
with a SQL-injection del & such as the use of stored procedures.

All user input should be filtered, not to disallow bad c

|
i

Ensure that all parameters are validated and use a powerful filtering far
all input from the user interface to drastically reduce your security risk in this area.
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Create Scan: Dynamic

Cross-Site Scripting
Statuy: Mew  Severty: @High  Locd

Overvien Diseussion (0)

Issue Overview
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cvss s

cwe: ]

Date Crosted: & Decomber 2019
Discovery Method: DAST
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Host: ops-

Tutue Type. Cross-Sae Bcripting
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Cross-Site Scripting
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Cross-Site Scripting

Statux Mew  Severty @High  Location: . g-homeyasmend-bookings jup

Overviem Details Discussion (9)

How to Fix:Cross-Site Scripting

General
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1 i #: ESGMaster Survey Results, 2020 Technology SpendingIntentions Survey, January 2020.
2 i #8: ESGMaster Survey Results, Application and Email Security Trends, September2019.
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